PSKmail @ GAREC 2013

The swiss army knife for'HF digitallcommunication: ?
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Possible Disaster Response Setup

~ HAMNET

\ . HF pskmail

AP pRGiEll]



DASUWG/DF3FS Test Setup

2,4GHz 70cm

LogPed Dipole On Site Packet 5.7Di§r|1_| £
TCP/IP Radio
Modified HAMNET
Pskmail p-to-p WLAN Router Service Link
Server pactor to
HF link running as next node
HF digipeater DBOPDF

Local Area Network

i

other
services



PSKmail 22?

« PSKmail is a ARQ communication system
optimized for HF frequencies, used when
internet access is not within range.
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PSKmail 22?

« PSKmail is a ARQ communication system
optimized for HF frequencies, used when
internet access is not within range.

o It offers a flexible long-haul gateway to
all usual internet based functions
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PSKmail 22?

« PSKmail is a ARQ communication system
optimized for HF frequencies, used when
internet access is not within range.

It offers a flexible long-haul gateway to
all usual internet based functions

« PSKmalil uses a protocol developed by
K9PS for use on HE and adds modern
DTN techniques for document transfer
between servers and clients when the
Internet 1s out.

PSKmail



Who is involved?

 PSKmail is a community effort.

« Developers:
- Rein, PAOR
- Per, SMORWO
- John, VK2ETA
- Klaus, DL40OAH

- And numerous sysops and testers
around the world...

PSKmail



PSKmail Philosophy

 Decentralized

 OPEN SOURCE

e EXxisting hardware only
 Most OS Platforms

Internet cloud

« Standard protocols

* Energy efficient

erve/r

Server  Non-intrusive

N
_—
Clients [I:I "h

PSKmail



PSKmail Philosophy

« PSKmalil uses a decentralized
client/server gateway concept

ISP with servers offering all normal
Internet services, NO SINGLE
/ ISP POINT OF FAILURE!!.
WUCI erver
. /ISP ' There is no

= central server
IIIII_ i holding any info.

CIVE] Server
B The smallest
l'ﬁ"r °

Clients [U - yvorkmg system
— iSs 1 server
+ 1 client.
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PSKmail Philosophy

Internet cloud

* OPEN SOURCE software

only
- - Client: java
T Server - Server: Perl
g Change the system
Clients E "’h yourself if it does not

fit your needs...
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PSKmail Philosophy

« PSKmail uses a decentralized
client/server concept with
servers offering all normal

1 Internet services, NO SINGLE

POINT OF FAILURE!!.

* OPEN SOURCE software

Internet cloud Seryer

E « Uses existing hardware

Serve
\ - Server
_—

Clients j — =

PSKmail
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Existing hardware
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PSKmail
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PSKmail Philosophy

« PSKmail uses a decentralized
client/server concept with
— servers offering all normal
Internet services, NO SINGLE
POINT OF FAILURE!!.

* OPEN SOURCE software

1l
Internet cloud erver

E  Uses existing hardware

11 T  Platforms available:

L
dd——

eV Server — Linux’
- - ANDROID,
-
Clients F"h - 08X,

- Windows (XP, W7)
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Runs on modern hardware

. L =T 2:51em
AndPskmail-Listening/R'PSK250R/T PSK250R

vk2fww@nospam.com

VK2ETA has made
the client software
Hello Pskmailers, available for ANDROID

smart phones

IEed Android Pskmail

This is the ultra portable
version of Pskmail.

73, John

Try our bluetooth
adapter...

POST to OUTBOX I DISCARD 15




Bluetooth adapter tor FI-817

MIZ MIC GRD
PIT ' | 45y

reaT % 0 | Down

TaMIC

R1
1K Ohms
—AAAN

=}

Ta MIC GMND

Microphona plug
af FT-B17

1 Rz
—___10nF 10 Ohms

Eampiaca spaaker
Audio OUT from
Bluaiooth headset
{aithar wira should
waork since mosl of thasa
devicas hava an H output
cancuit)

-

=

cE

Spaakar JACK
af FT-B1T

g R3
1K Ohms

R
10K Ohms

Ground [mosl likaly
also batlary nagaliva)

-

Microphona Input

af Bluailooth haadsat
[lry onea wira than tha
athar asin soma
casesilisa
balanced input)

PSKmail
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Bluetooth adapters tor FI-817

PSKmail




Ultra modern hardware

_ B 10 2:51pm
AndPskmail-Listening/R'PSK250R/T PSK250R

vk2fww@nospam.com

IEed Android Pskmail

Hello Pskmailers,

This is the ultra portable
version of Pskmail.

73, John

POST to OUTBOX I DISCARD

Sorry, does
not work
on iPhone.
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Amtor

PSKmail

or.

PSKmail ARQ

Basic bandwidth = 500 Hz
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PSKmail ARQ in trouble zone...

Basic bandwidth = 500 Hz

Amtor = H H

PSKmail 0

or.

F@Waterfall

|&| Waterfall




PSKmail ARQ

Basic bandwidth = 500 Hz

Amtor BN B S b s

PSKmail I I S S

or: I I S . N

PSK500 - PSK250
PSK500R — PSK125R
MFSK 32 - MFSK 16
THOR 22 — THOR 8
Contestia 500/8

Several new digital modes
were developed especially
for pskmail, like PSKxxR
and THOR

21



PSKmail ARQ

Basic bandwidth = 500 Hz

Amtor BN B S b s

PSKmail pwmms momss o e B

or: I I S . N

PSK500 - PSK250
PSK500R — PSK125R
MFSK 32 - MFSK 16
THOR 22 — THOR 8
Contestia 500/8

Automatic adaptive mode
switching, separate for up-
and download channels
following channel quality.
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Frame 1

Frame 2

Frame 3

PSKmail frames

fAi
|

b — W

_/

PSKmail Pipelining for efficient channel use
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PSKmalil speeds incl.
compression

 Max. measured speed using 500 Hz bandwidth:
2900 chars/min using PSK500 mode on a clear

channel

 Max. Theoretical speed for 2 kHz bandwidth:
6000 chars/min e.g. using 5 x PSK250R mode

* \We use only 500 Hz bandwidth at the moment for
“good citizenship® on ham bands

24



mm TightVNC: rein's X desktop (grumpy:10)

¥ A\

ﬂ fidigt - waterfall-only mode

I'I2E2) File Op Mode Configure View Tl i|E TxID |I” TUNE

delock

8 wE ) 10 [ 70 oo |4 [[D ) womw J&([¢) 1000 [p) I- i
rsxsoon___| W] 50 [p]w#farc] sl

Configuration | Devices | Modem | Rig | Modes |

&y jpskmail 1.5.12 - PAOR - O ” .
— - User data Email settings

| File Modes Preferences Mbox Info Link Identi.ca Help

Connect Abort cQ Pos.

[ ] PSKS500 [v] PSKS00R [ | PSK250 PSK250R

FI4TUE 2.1.0-10:47:21-IM129=
78 mails. P5K125R [ IPSK125 [ |MFSK32 THOR22

[ MFSK16 [JTHOR11 [|THOR8 [ |THOR4

oK. . .
From SMORNO: 0% CTSTIA 8/250 Default mode: PSKS00R
From OESRTL: 86%
From OESRTL: 100%

Flexible mode table to fit channel conditigns

Terminal LEmaiI LFiIes LAPRS LMudem ngate LRigctI |
<E0T=

---pTapThaaTaaTaTaaTaaTaTagieeefnetaldybu&g cMb¥ni t IS n

leetaesHeim qoMo=Reettglutz g H o uotasFtpC8m, rymetot gtwo r@VMCeoy tohct aynihenghtDigo ; Ketz
tPtggctigx+nlnuftnT tp tew} DR opR pdttRtnttepTaaTxt A

t5n nlgDt50 RSteR o0st ttntcCoek vaoPph"rtsLS 4FMxW t ao,a:;Mend ePbota w enlsoese nm

O

PSKS00R | PratE [+] (45 [ 12:37:01 | M

iH[rein@zaphDd: ~] .I__Iﬂ[rein@zaphnd: ~] | [:TighWNC: rein's ){|




PSKmall servers

File Mode Preferences Twitter

nslkemail 2.1.0

Info ink Help

PAOR - 1C [ AT000

Server statistics

-ARQ Statistics Server S/0 Becns  Last  Mode dB
PI4TUE 19 18 09:00 PSKSEOR 22
; KE2PNM 9 21 06:58 PSK250 9
R |PSKSOOR Av. Qual. e SMORWD 29 9 099:01 PSKSEOR 39
DESRTL 53 6 09:83 PSKSEOR 25
Tx [PSKS00R Blocks | | 9ALCRA 28 6 09:30 PSKSOOR 23
SABBOZ-1 32 7 09:84 PSKSEOR 26
Mode Asymmetric Bl. Size | |
Rx CPS Total | 2435
idle (cPM) | 5]
27T 3
LTerminaI LEmaiI LFiIes LMndem LRigctI LAPRS ngate LDSP |
---tc det an t1 =
< JS=<SOH=00USALCRA: 26 14800, 13NFO1632 . BOEL&IABS<EQT =
coiE |
RSID: PSKSOOR, freq: 985 =]
. I [Tl |
PSKS00R PT4TUE > | |0 083531 [

26



Internet access gateways

PSKmail offers a gateway
to the use of most modern
communication functions

like:

- Email to any email
address on the
internet or to your
private LAN or VPN

- File upload/download
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PSKmail email client

m TightVNC: rein's X desktop (grumpy:10)

' . =

ﬂ fidigi - waterfall-only mode

1122 File Op Mode Configure View
4

[WF 4] -10 M) 70 [¥[xa 4 ||| nORM |44 1000 DG

PSK500R |sin-16 dB | FEC: 25%

Flle Edit

iy ]|15km ‘ Send H add attac...
S File Modes Preferences Mbox Info Link

New mail || Conkacks || QTC |

Headers 1 mo | From
Inbox :

Outbox
Sent

Terminal | Email LFiIes LAPRS LModem

---CXaTag aTaaTaTaTTaTaTaTeiivfeeffPfPfse S=t
A2FE<EQT=>

eDCOy 1bK

Me HeLfMfhn<US=5t)flsaluxe<E0T=
tcionh nm oh d= ietdmae inz Sb {ioorg

Attachment: |

. Bll(rein@zaphod: -] |[@llrein@zaphod:~] || TightvNC: reins X.... o)
PSKmail




File upload

m TightVNC: rein's X desktop (grumpy:10)

fldigi - waterfall-only mode

=] @] [x]

Spot |@ RxID |F TxID IF TUMNE

&

=

=a=

LTerminaI LEmaiI LFiIes LAPRS LMndem ngat

loPf1 tniDaWoxnex ex
<lJS=<SOH=00UPTATUE: 26

@<S0H=rb nun U t ,nl

a ral<ls>

15126, 94NPOO!

J 1;e3Zvs)bii yPeo

DOUSMERNWO: 26 155
9, 25E&FEAE<EQT

Look In: ||j uploads

| =&/l

[ test.txt
[

File Name: |test.t}:t

Files of Type: ‘AII Files

Open || Cancel |

hhdcavtcWtoeo e{plzocnttwooa=nuugo teBb

- |

PSKS00R

r

[rein@zapgo_d:

~] | H_[rein@zaphod: ~]
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File downloa

desktop (grumpy:10)

fldigi - waterfall-only mode [=] ]
dclock

=

]

W J4] 10 ] 70 @@m[ Mo 4[] 55> DI

THOR22 IFEC_ 100%

jpskmail 1.2.12 - PAOR -0

| File Modes Preferences Mbox Info Link Identi.ca Help

QuIT | | Abort | | Read ‘ ‘ Update ‘ ‘ Downl... | | Upload | |

HAsICLulx 1 EAADFTWRhY Xz IzMDYwHFSy HDEz MDYy MwBtVTuSHT cMzN8pe APhDz Jw4AMD 1L XES0 /504
GBPZ1lausAOL1cQigOn jB+c+vXBbrr7g/ /lznUiIfFRFd 716y hL7POQT+rX ]y ZYv2nPdgszCeSaxy
PHMKXbFdx 64+ lzzmec FLPwpmgyd /PssSLMSmT 7] x 8/ Vpohb rQpLPEwEw / KsBW1gdyOgrz 3xvy Z
1lemT280USHy /KsT91EMHEL1UEX3Ed YKedqGdeu i 3+HFUX1h G AKASKy fdimLebz AnKrgL2GWrhp
ldfvR/ZeYRLBLhimex frElxxLHkz6KBUABk pdT 2hkb 28vz 03z+NALMNg 9N j vv rSNVBESYULPXz BTx
roQ27LH/S52zue 9VwtfeGuMre99gqTduoQix Y i+VhnwNi ALRNTHIghTMARL 2FNbdwAlP1mht91lc A

'OP EMNVIRONMENT

<L/S><50 ~=S0H=022hnwNiALRNTHShTMARL 2FNbdwAlP1mh t944E<S0H>0239
ye55Rk GPw.IB0KS
1]

[ | PI4TUE

|ﬁ[-r-em@zapho d:




PSKmail downloads your wx maps

4 File Data Alitude Earth Options Help

@ e | lTuc 2611-81-04 O6:00 UTC :] q p B 54 S Ly Q O @ O @ Im F::" 1!

| Weather data @ Tue 2011-81-84 86G:88 UTC

Data: NOAA-GFS
Wind {18 m)

[ 52*39'20°N | 0057S8'46"E Isobars WSL (hPa)
Wind '13“:_ |EB’! -?9 o H:Im? arrows (16 m)
10m | : ~ = =

wind gust [146 ks
Pressure (MSL) (10169 hPa
Temperature (2 m) [-0.2°C
Dew point (2 m) [-0.8°C
Mn [ Max [
Precipitation [0.05 mmm

Cloud cover | 96 %

Relative humidity (2 m) [ 36%
Isotherm 0°C [59 m

Snow depth [0.0cm
R | CAPE (surface) |0 Jkg

Bree  wod e [ DR ] Swn . Men . Tme

Selected area: 54"12'4@"M ©11"18"01%E -> S54"0A'00"N 011°18'@1"E {great circle dist: 4.68 NM init.dir: 188°)
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Internet access gateways

« PSKmail offers a gateway to the

use of most modern
communication concepts like:

- Email to any email address
on the internet or to your
private LAN or VPN

- File upload/download

- APRS service for managing
your resources

- Twitter, Messaging,
Bulletins

- Web access (Text only)

- Telnet service from client <
internet

- Webmail service for internet
< local mail
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PRS integrated.

File ‘ Q »~ % ®i) 0 lun. 6juin, 19:02
e®00 ®® XASTIR - X Amateur Station Tracking and Information Reporting @ fred-ThinkCentre-M57e =
| A Trackbe . Draw |

File Wi H Stati H Interf. Hel |
e e e e e S ﬂ Out. jﬂ ¥| > \

WASTIR Map of 004°17 575E 45°29.120M (upper leff) to 004°30.400E 45°23.195M flower right). Lat/Long grid, "WG584 datum.
w1 P AT e __ oo (g B

xwﬁ‘§

Le Muntc el

Borgia

O
L3 Croi: a
s

L >
LeFay “La Saltiniere
Bois dé Nantas
T

i

Cllept --c\mne.cts to|Xastir « _
 and downloads your APRS j-Flocatlons;frqm
" the Server ba§ed oﬂ yéur GPS__ loc ation

{
Rothptaull % U

-

s = == ab

" Doarz4000E
|5/20 it [

004°21.000E
|45°29‘952N 004°22 BOOE  JWZ2Bel 10,7 km E.5°

D04°18000E

_|Loadin9 Weather Alert Maps

| Logg'i ng



Twitter

In several countries disaster
response organisations
are starting to use
social media to
disseminate
information

PSKmail
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Twitter integrated

2y jpskmail 1.5.12 - PAOR - 0 = |
File Modes Preferences Mbox Info Link Identi.ca Help

Connect H Abort H cQ ‘| Pos. |‘ Send

TWEET test via pskmail
From SALCRA: 2%
From PI4TUE: 31%

Terminal LEmaiI LFiIes LAPRS LMndem ngate LRigctI |
---daaTalalaaaalaaleefidiie*uiefle hnuctFe MPSQ nleCl h eal 11z*R oOSR o

<50H=QSL PACR de PIATUE 31 ACDB<EOQT= =
.-::I:EOT::- —
PfoMudluouoOgtcdobovWnnin aloho ialnw ;
|| TWEET test via pskmail |

PSKS00R | [PraTue [ [aEH [ 16119 | M

PSKmail



Twitter integrate

Help

File Modes Preferences Mbox Info Link Identi.ca

Connect H Abort H cQ ‘| Pos. H

TWEET test via pskmail
From SALCRA: 2%
From PI4TUE: 31%

Terminal LEmaiI LFiIes LAPRS LMndem ngate LRigctI |

---daaTaTalaaaalaaleefidiie*uiefle hnuctFe MPSQ nleCl h eal 1iz*R oD
<S0H>QSL PACOR de PIATUE 31 ACDB<EQT=>

<EQT>

PfoMudluouoOgtcdobovWnnin aloho ialnw

|| TWEET test via pskmail

]

PSKS00R

L

Compose tweet
Log out | Cptions | Refresh | Suspend | Trends

¥

W T ——

- Selectalist- ¥

@PAOR

M. | Rein Couperus
test via pskmail
4 minutes ago from tweetymail

DMs Favorites

# 4 =q, Jeff Davis
@ Backyard bounty. The raspberries are coming alo this year.
. 2013

pic.twitter. com/vgz pGaMPaO
34 minutes ago from Tweetbot for Mac

11

\ | | | DARC eV.
}D A g Storungen in der Infrastruktur aller DARC-Server fb.me/QKSag9BKl
e rawcs 4 MINULES 800 from Facebook

.g!"i':eh._ Jeff Davis
Eﬂf Trusted QSL Update | Smoke Curls ke9v.net/110 #hamr
*. 2013 about 1 hour ago from Tweet Button

\ |\ | DARCeVN.
}ﬂl'ﬂ'-’l The World of Amateur Radio-Amateur Radio Vintage Film fb.me/ODSEMHSr

s @00UL 1 hour ago from Facehook

[ ™  Gilles MARTIN

b - - . —_— - . . S

PSKmail
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Twitter integrate

File Modes Preferences Mbox Info Link Identi.ca Help
Connect | | Abort | ‘ cQ ‘ | Pos. | ‘ Send |
TWEET test via pskmail : e
From SALCRA: 2%
From PI4TUE: 31% 4 Compose tweet 3
Log out | Cptions | Refresh | Suspend | Trends hlo-lclosrsecd §F
- Selectalist- ¥
Home @PADR DMs Favorites
M. | Rein Couperus =l
test via pskmail
4 minutes ago from tweetymail
Terminal | Email | Files | APRS | Modem | 1gate | Rigctl | .s:i,'-\-. Jeff Davis _ _ 6 ! _
---daaTaTaTaaaalaaleefidilie¥*uiefle hnuctFe MPSO nleCl h eal 11z*R ol d B.EH:K}{EH:I bounty. The raspberries are coming alo this year. =
<50H>QSL PAOR de PI4TUE 31 ACDB<EOT= 2013/ pic.twitter. comivgz pGaMPaO
= 34 minutes ago from Tweetbot for Mac
<EQT>
PfoMudluouoOgtcdobovWnnin aloho ialnw DARC e.V.
DARI Storungen in der Infrastruktur aller DARC-Server fb.me/QKSa9BKI
O TWEET test via pskmail v smene e 54 MNULES a0 from Facebook
PSKS06R |
.g!"i':eh._ Jeff Davis
Eﬂf Trusted QSL Update | Smoke Curls ke9v.net/110 #hamr
" 2013 about 1 hour ago from Tweet Button
Rein Couperus —
6 minutes ago via Twitter DARC e.V. _ - _
}ﬂﬂ.'ﬁ.’-'l The World of Amateur Radio-Amateur Radio Vintage Film fb.me/ODSEMHSr
= immma seneens. @0WOUL 1 hoOUr ago from Facebook
test via pskmail
Gilles MARTIN ] =

Like - Comment - @PAOR on Twitter - Share
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Delay Tolerant Networking
built in...

e Auto resume of document transfer next
time a client connects after a broken link

 Automatic document forwarding between
servers via HF if necessary

« Automatic Local mail forwarding
between servers via HF if required

PSKmail 38



Roll your own functions...

» Ideas from experience with hurricane Sandy:

- Message forwarding between servers

- Add Web server and Wifl access point to the client to
enable users in Red Cross hubs with a working
smart phone to:

 Write their own mails
« Send their own tweets
« Read twitter messages with certain hashtags

... of course only during emergencies...

PSKmail 39



Example: www to pskmail server

.~2 Send local mail to pskmail server - Chromium

£H Send local mail to pskmail
N . Mralie =il B | Em n —
cC O [._, pskmail.org/localmail.htn *ﬂ:«‘l & f 5 B O % =
[=| stash this KH6TYinterf... [~ Gmail-Postvak... Home [®=] Capturing Audi... @3 sandydiesel'sC...

PSK
mail
3 Send local mail to pskmail server

Send local mail to CALL@SERVER...

Awvailable servers: 9A1CRA, AB9FT, ALTBX, DL40OAH-13, DL40OAH-8, DL9YCS-3, EA3GLL-3, KB1NC]
KB2PNM, NNNOLES, OE1FXC, OESRTL, PAOR-1, PAOR-2, PI4TUE
S5A6BQZ-1, SMOEWO, VE7VSUN, WB2LMV, WBSRFQ-5, ZS1JEN-4,

From (CALL):

To CALL:

(@SERVER

Subject

Text

l[‘ | 1 | | lr]
PSKmail




Rapid deployment:

| X flrig k3 = * dclock
| Fles Config Memory Mem-save Debug | | Help |
3 20 40 6

o B 10147.001“ 10147.009
|

0 EE AlB | Tune |(®)
|=]|usB [=)[Cat  JTPre JTNB ][ an [ AsB [T splt |[CPTT |
PWR| 51 | ——

iﬁ.jjpskmail 2.0.27 - PAOR - 10148000
File Mode Preferences Twitter Info Link Help

| Connect || Disconnect || Abort || 4 mails

--=_galea27afesddh0c0o4d166dco66308d--

FFMIOALCRA PAORIDISSRI: Tr 5002 rFDH4TZ0P0Y AT Ske roP  TeralYED0, 1 CF4+5DMi
wLpunfOBJk+zu? x1+Tz+0,M0 /L hNad Al d==

-end-

2013-01-28 15:22 ARMOC_2B0600_20130128. 02 received
“SliDisconnected Trom SALCRA 2013-01-28 15123
o {\From SHORWO: 100%

From SALCRAD 100%

From SHORWO: 22%

Terminal | Email | Files | APRS | Modem | Igate | Rigau | Dsp |
ilett IS ierlt ,a@h  i@iZa cxlr th

8 n aealyt of na fleviit  eeStfeEXue diso
do sHoedPI
t

RSID: PSKSOO0FR, freg: 1006
EiePiid tt{z<U5> <5S0H > 48sttRon™ GkOOCiP2eedrnf P*tvirieas tkeiegy tmdsL

PSKSOOR | | [patcra =] [0 [ 1621:33 | W

- 3 dclock [4ipskmail 2.0.27 - PAOR - 1014800 [ & waterfall ¥ firig K3 ORRE = 16:21‘

PSKmail



Puppy linux live CD s

« Preconfigured live CD 's to run in your
xyl s laptop |
- Puppy server
- Puppy client

 Works in any
Windows PC...

PSKmail 42



Does it work?

A German sallor gets his email via KB2PNM
from his anchor place at Clipperton Island.

 PAOR uses the link between PAOR/M @
Castellon de la Plana and SMORWO (1300 km)
during the winter season on 10 MHz.

 DH5JF-8 uses pskmail APRS on a daily basis..

Beetsterzw

britseradiel

Gorredijk

Hegrenveen

Heerenveen
Idskenhuizen

eeeeeeee
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Plans for the future

» Port contestia modem from C++ to java
to get rid of fldigi modem crashes

 Test wide band modes (2 kHz) for even
more speed during real emergencies

« Use hlgh speeed modes on VI—IF/UHF_

— @@= T T —
PSK250RCS | T [W[4] 3.0 [MM6f arc [saL |

PSKmail 44




CONTACT + INFO:

* http://www.pskmail.org
« PSKmalil mailing list on freelists.org

 PSKmalil Facebook group

Email: PAOR@pskmalil.org

PSKmail
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http://www.pskmail.org/

PSKmail Philosophy

PSKmall offers a flexible software toolkit with all the
functionality you need.

PSKmail is OPEN SOURCE, and it does not lock you Iinto
an external organization like Micro%oft. If you don't like it
you can change it and add your own functions.

PSKmail does NOT force you into a fixed
communications concept, YOU DECIDE.
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PSKmail @ GAREC 2013

The swiss army knife for'HF digital communication

Rein Couperus, PAOR
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